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Suggerimenti per rendere la PMI piu sicura

A cura di:

Enrico Venuto

Politecnico di Torino — 20 novembre 2015
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Dematerializzazione
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=== [ntroduce nuove problematiche e punti
di attenzione
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Dematerializzazione

Ogni giorno si producono pizi dati di

quanti ne Siano Stati generati i sei

secol di carta stampata

Ogni giorno si generano dati digitali
pari a 3 PetaByte.

3.000.000.000.000.000 dj caratteri
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Sicurezza informatica

Riservatezza
garantire che teri noygivlviag,
accesso a mnforma _,J/ff/ AN,
contenuti) trasmesSilid Siste L

Integrita The CIA triad S Disponibilita
garantire che i Confidentialcy \Oarantire che i

dati/ documents
siano sempre
accessibil

dati/ documents
1non vengano
perst o alterats
nel tempo

Integrity Availability
ARKIVLINM BV
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Sicurezza informatica

m Riservatezza

m Protocolli di rete -

® Autenticazione e i

m Cifratura dei

m Integrita

| Iiesal o

m [PS ed IDS

m Disponibilita

m Tolleranza ai guasti (backup, dischi e sistemi ridondati)

m Performance accettabili
m Processi e servizi di rete affidabili

= Disaster recovery e Business continuity
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Qualcosa é cambiato

Informazion: centralizzate Informazion: distribuite

Elaborazion: centralizzate : [aOTaR 0Nt s bnite

Accesso da postazion: dedicate

Utilizzo di linee cablate/ dedicate ' paradigmi

¥ 2P2P, WiF;)

Dispositivi personali
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Accessi «Mobile» ai servizi web del Politecnico
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Dove é il nemico?

Dentro ['azienda — protezione dell intranet

Dappertutto — protezione delle applicazioni e dei dati
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Vulnerabilita

mvm‘zre nella m/z‘%m ""‘*-"’/M’f'éé’{:@
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attacchi provenienti anche dall inte

710: 107 60%05667/1,‘{61
dei rischi, social engineering, . . .
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BYOD - Bring Your Own Device
BYOA - Bring Your Own Application
m Utilizzo sempre maggiore in df{ieﬁdd a’z’ a’z’&bo&z’z‘z’w' Dproprieta
iPad, Tablet Android, Wmdom D Wltaariche
chiavette USB (non cifrate) 4888 NN
m Assenza di policy specifiche (iqgae auole ) di ,0;,/ ﬂ/l
installazione di gualungue A 'PP '

m Necessita di policy mobile, softwa '_.i ,)J/‘ rwf//ﬁit In remoto
dei dati, accesso a dati aziendali solo attraverso particolari

APP

B CYOD — Choose Your Own Device (da una lista
predisposta dall azienda)
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BYOD - Bring Your Own Device
BYOA - Bring Your Own Application

STRUMENTI DI CONDIVISIONE
DEI FILE

Studio Regus del 2015 su un campione
di 44.00 manager e professionisti in 100
paesi
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10T - Internet Of Thinks
Wearable
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INell Internet delle cose

B gz oggetto ha un processore

B 971 0ggetto e connesso in rete
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Sicurezza

Stcnrezza fisica:
m Perduto |
m Rubato fH_;JP T2prce
u Compromesso ‘;:j;_: /08
Stcurezza della rete % /fféf}* b ,é..
m Wiki e cellulare s WiFi ¢ cellulare a livello di
B Fsposizione continna 3.0 e App
m Hacking tool liberamente a = Patch

disposizione m Storia infinita. . .
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E-mail
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anto- e&egmbz/e

m Connessione al server al mfv

! a’ommem‘z ) con la chiave di cifratura ricevuta

B [storsione: una schermata informa della cifratura e richiede
un riscatto entro poco tempo per la chiave di decifratura



Your files are encrypted.
pay 500 USD/EUR If payment is not made before 06/04/14 - 21:08 the cost of
sl be 1000 USD/EUR

st connectiP Fotal encrypleo 86 Nies

We are presant a special software - CryptoDefense Dacrypler - which is allow 1o decrypt and raturn control to all your encrypted files

How to buy CryptoDefense decrypter?

bitcoin

You should register Bitcon wallet (click here lor more Infermation with plctures)

Purchasing Bitceoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:
In This fantastic service allows you to search for people In your community willing to sell

bitcomns to you dwactly

How To SEuy Eidcons - An international directory of btcoin exchanges

s _pins - Recommended for fast, simple service '

oinbase - Bdcom exchange basad in the United States, (Highly rated)
HitStame - A mult curency bitcoin exchange based in Sloversa. (Highly rated)

QinJar - Coindar allows dwact bitcon purchases on their sde Thay're based In Australia but serve an
intemational centele

Send 1.25 BTC to Bitcoin address:  1EmLLISpeW2922R2WAannYPPatwl cKACPK1 h"‘gs pYrWClre.Com
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Tox: Ransomware As a Service

Tox e un malaware che consente d ,4,),4/:4,/ '/);z;.r, di crearsi
I proprio ransommware.

.y [l
aspirante hacker puo registrayst sl sitd rM/ﬂ «;/ rknety e

crearsi il proprio personale i‘rj/fw;;/':d g
[/ sito genera automaticamente il 1 s SUNepIONeSSere scaricalo
dal suo creatore e distribuito dove egli ritenga.

1/ 20% del denaro estorto rimane a Tox
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Tox: Ransomware As a Service

Tox - Viruses

toxicola7qwv37qj.on

Summary

Create a virus
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Tox: Ransomware As a Service

Tox vinses | Logour

Create a virus

Ransom - S

Notes

Captcha

Ransom  Infections Payments  Profit  Notes

Actions
. | | N _
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Tox: Ransomware As a Service

You have ghosen to open

rarsom SO e L S O R e nce

wrich iz Binary Flie (2.0 ME)
bom hitp Swethvbsjutirupud onion

Would you ike 10 save this tle?

I E

i 0 0 coos Bt

Page 2
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” 2 I =] y. AIUTIREU r_U NINE UL TTUIN nNEEp AL _UOLR_AOLIN UL U (VVIIUUWS 1IN L S . U) OELRU/Z =
» hitp; onion.city [HTTP_HOST] => ¢jb33kospyymqg3z. onion [HTTP_PRAGMA] => no-cache [HTTP_CACHE_CONTROL] => no-cache [HTTP_FASTLY CLIENT] =
-] => application/x-www-form-urlencoded [HTTP_FASTLY_CLIENT_IP] => 208 .69 158.41 [HTTP_FASTLY_FF] => cache-dfw1823-DFW, cache-sjc3120-SJC [PHP
] => 1432063638.1734 [REQUEST _TIME] => 1432063638 ) Array ( [time] => 1432063606 [block] =>

)242891A2COFE1D1B8F2EEEDED4357D20E5A761D616BF27D0431DCFSES9D1F2FDDCB4CAF 79E804CE4760189E25825582070A761 1ABBEB36C500611564|

Attention

The files in your PC are now encrypted. The only way to have them back, is to pay a fine of
75.008

How to pay

You have to pay the ransom in bitcoins to the address

19Q3EJ9c6QhCW3Sp8RZCkqR 1enWAdV8gmh which has been reserved for you. Please note
that the value of bitcoin is unstable and may change in the near future. The current amount of
bitcoin to pay is 0.64 (75.008)

How to buy bitcoins

Buying bitcoin is easy, just follow the instructions

register her

deposit funds with credit card or bank transfer

withdrow 0.64 bitcoins to 19Q3EJ9c6QhCW3ISp8RZCkgR1enWAdV8gmh

walit the transaction to be completed (it usually takes less than two hours)

if your files are not decrypted automatically, please write to toxsupport@sigaint. com with the
subject HELP, sending the bitcoin address you paid to

(19Q3EJ9c6QhCW3Sp8RZCkgR 1enWAdVEgmh). You can also spam this mailbox with
useless stuff or wishing me death, so that mail sent from real people who actually need help
wont be read

BN -

o

Work with us
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Sicurezza

mercato z'm‘erco;mesm
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Vulnerabilita

BRINGING ClVlLlZATION TO ITS KNEES...

';‘" 4 ©z2oe0
H s Coa e b

Kevin Siers, NC, USA (cartoon from the Charlotte Observer)




@ Associazione Information & Communication Technology Dottori Commercialisti
N

—

CONCLUSIONE

La soluzione al problema della sicurezza informatica delle
PMI non ¢ mai solo tecnologicozi00iinelse persone,
Drocessi, tecnologia.

E’ primariamente culturale




