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Sicurezza informatica
e Cybersecurity

Uobiettivo degli attacchi informatici sono le
persone, non piu le infrastrutture

99%
degli attacchi di

successo prevedono
I’interazione umana
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Ransomware

[ ] [ From: Enul Servisio Elattics
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Esempio di phishing

. Carola Gabutti Adesan
ﬁ' s ¢y Cancorso Festa della Mamma Nespr.. -

https:fiwp20.ru/r128830516/

Social engineering e phishing

Concorso Festa della Mamma
Nespresso

Arriva da un canale affidabile
Tema facile e accettato
Conquista la vostra fiducia

Vi invita a condividere
Vincita premio _

6. Vichiede i vostri dati,
... le credenziali : _
. . *+ D Yu i
... il numero di CC e o X

Domanda 4 di 4: Ci raccomanderabbe al suol

A

Congratulazioni!
.

Concorso Festa della Mamma
NESDI’ESSD




Phishing 2.0

PHISHING

Attacco mirato che sfrutta

conoscenze specifiche sulla vittima
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Web Tracking e spear-phishing




Spear-phishing

5 casthone. treno_Oyiecloud, com
u Spacial offer for youl reservalion in YT
& i
L] L (B Bookieg.com | Sio utticials a +
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Booking.com

| Registra la tus struttura . o nTa b l =
{ = soggiorni | %= vali %, Volo + hotel =5 Noleggio auto i Atrazioni Tl Tani dafper I'ssroporto

Una vita di sconti? Solo con Genius.

Special Offer for YOU

Al OpenTable we offer vou a special discount

Viaggiare ti premia: sblot subito sconti del 1

su Booking.com.

Accedifiscrivitl

mer 1 giu sab 4 glu 4 adulti - 0 bambini - 1 came

ViaQQio peet lavoro

Table for 2 - (omluge

—_—
Chee o)
-l 20% discon -

Ely Gith

Trova s infarmarianl ol eul hal bissann. Verifics la restriziond ansiornats sul COVID-19 arima di oartics

Click hers to cortinus with vour resarvation|
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La vittima va da sola
dal carnefice

SPEAR-PHISHING
ANGLER-PHISHING

Phishing 3.0
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Coinbase Support @
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Coinbase Support @

ufficial = Support Account. Account
concerns? Please DM, Do not post private info

Official = Support Account. Account
concerns? Please DM, Do not post private info

saiblicly. We do not make outbound calls. publicly. We do not make outbound calls.

YouTube

Hangouts FaceTime Zoom Tweet Tweet
1 - *
5 : : Chi seguire N
Q 5 Coinbase Support &
: Rukiye Taylan o Security Reminder; Coinbase Support WILL
Packet & Webex Twitter A MOT make outbound calls to customers, If
. U you are contacted by someone that claims

to be Coinbase Suppaort, please report them
1."""_ Ayten $8 & by sending us an email at

[ y Segul

Coinbase Help
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Come funziona

P

http://ads.com/script.js

ript src=ads.com/script.js> [
éﬂDDHD € I
</src> ) I

I

A OO0 — Script infetto
- Attiva un ramsonware

- Installa un keylogger
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= (] [I] w £ 4 web protection top g C @' E:TJ + Py
° =] 1 Calspditi~  [2] Privscy =] seeuwity~ [ EC-Projectsv  [T] OigDsta»  [T] DALINS ¥
Cosq pOSSIa I I |o fq re = web protection top company italy » B, a, HH @
L= L
AlMode Al Images Mews Shortvideos Videos Shopping More - Tools -
4 Al Overview

For web protection in italy, both global corporations with a strong local presence and
specialized [talian firms are considered top providers. The best company for your needs
will depend on the scale of your business and specific security requirements, such as
cloud, email, or endpoint protection. @

# Donna

1.  Prestare attenzione e non fidart
2.  Controllare la fonte

Leading ltalian web protection companies

o G | | U R L These firms are leaders in the Italian market, often providing more specialized or localized
. i ' i

o | |0gh| security services.

o | ba dge + Sababa Security: An Italian vendor that offers a full suite of managed security

services and products to protect IT and operaticnal technology (OT) networks.

H Hs . . = Certego: Specializes in managed security services and combating cybererime,
3. N on Ia sclareé mal | t uol d at I particularly through its Security Operations Center (SOC) services,
© Nessun sito ti Chl@dera mal II tuo username e Ia tu » Ermes—Intelligent Web Protection: Founded by a professor at the Polytechnic of

o Chledltl Che C0OSa serve queu'info rmazione Turin, Ermes was created to provide “Real Time Al Shield” specifically for web-bazed

threats.

* Yoroi: A Bologna-based company that focuses on threat intelligence and endpaint

2. Usare password/PIN sicure security.

© ” tuo ceIIuIare € Ia porta per Ia tua vita dlgltale‘ Pr = Tinexta Cyber: A key player in ltaly's cybersecurity landscape, offering a range of

digital security and compliance solutions.

5. U sa softwa re d i p rotez i one (We b p rotect i on ) = Swascan: Offers a cloud-native cybersecurity platform that includes vulnerability
. . assessments for web applications. @
o Italiani © °




Intelligenza
Artificiale:

alleata o
minaccia?
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|IA puO migliorare la sicurezza

|A crea nuove minacce

Data leak e privacy

Rilevamento delle minacce Dipendenza da modelli

Analisi automatica dei log Allucinazione
Avutenticazione avanzata . .

- Over fiducia

.\.!.I In Cfbursu_curil.l_.l Market = Read Al
You've been invited to view this report because Vito Di Noto added Read
to the meeting and wanted to share the recap with you.
|
o = Fisa 2023 Presentazione
e 5 - piattaforma
___-;--l....l August 4, 2025

La prese-[ne della piattaforma Fisa 2023 ha messo in evidenza le
sue funzionalita per la gestione e il monitoraggio dei progetti, con

particolare attenzione alla rendicontazione delle attivita e delle spese.

Fabrizio Cobis ha illustrato come la piattaforma faciliti I'interazione
con il Ministero, permettendo una raccolta e analisi dei dati... see

CONF ™
PROFESSIONI

IA puo favorire gli attacchi
& Phishing generato da IA
Deepfake e voice spoofing

Automazione degli attacchi

8 a8 6

Evasione dei sistemi di difesa




onvegno Associazione ICT Dott.Com 2025

. Not everything that
Graziel glitters is gold

William Shakespeare
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